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Data Management – Information for researchers and ethics reviewers 

The information provided in this document is designed to provide support for researchers and reviewers 

completing a data management plan in REMS.  The document will also support reviewers to provide 

effective feedback to researchers on data management questions. Ethics reviewers may also find it useful 

to review ECU’s new research data management and data management planning web pages which include 

DMP FAQs. 

 

Element 4 – considerations and recommended feedback 

Sensitive Data 

Has the researcher indicated if the research data includes sensitive information? 
Sensitive data includes any data that makes it possible to identify any person, species, object, location, 
business or classified information in a way that could lead to any risk of harm, damage, loss, disturbance, 
exploitation or other threat. 

 
Please ensure the risk mitigation and management question has been completed with consideration to 
the sensitivity of the data. 

 

Digital Data Storage  
Is the researcher using ECU’s centrally provisioned digital data storage space? 
The Australian Code for Responsible Conduct of Research sets out that ‘Research data controlled by the 
institution and/or its researchers should be stored in facilities provided by or approved by the institution’ 
(NHMRC 2018).  All digital and non-digital research data must be stored in a safe and secure technical or 
physical environment. ECU centrally provisions digital research data storage through SharePoint to 
ensure that data is classified, labelled and managed appropriately. The key benefits for researchers using 
SharePoint can be found here. 
 
If the centrally provisioned space is not being utilised, have they justified the technical or functional 
reasons for this? Back up, access or historical reasons of using personal computer, OneDrive, Box or 
Dropbox are not normally a valid justification.  
 
Recommended feedback: 

• ECU recommends the use of SharePoint for digital research data storage, 1TB of space is 
provided for each project on submission of this form. Please consider the benefits of using 
centrally provisioned data storage space through SharePoint. If you require alternative 
arrangements or the funder has additional compliance requirements, please set out the 
justification for this in your response. 

 

The benefits of using SharePoint may need to be considered or provided in any feedback. 

 
Are the researchers suggesting digital data will be held on a portable device or laptop? 
Research data should not be stored on a laptop or portable storage device, even when travelling unless 
valid justification (for example if studying malicious malware which may pose a risk to ECU systems).  

https://intranet.ecu.edu.au/research/for-research-staff/research-integrity/responsible-research/research-data-management/data-management-plan
https://intranet.ecu.edu.au/research/for-research-staff/research-integrity/responsible-research/research-data-management/data-management-plan
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Back up, access or historical reasons are not normally justified as SharePoint is accessible anywhere from 
any device and is regularly backed up. 

 
Recommended feedback: 

• Research data should not be stored on a laptop or portable device even when travelling. 
SharePoint is accessible from anywhere in the world, by the whole research team, without the 
need of a VPN. Please consider or justify your use of these methods in your response. 

 
The benefits of using SharePoint may need to be considered or provided in any feedback: 
 

Do the researchers need more information and a better understanding of the functionality of 
SharePoint? 
Researchers may be unaware of the benefit of SharePoint, therefor referencing alternative 
arrangements. 
 
Recommended feedback: 

• SharePoint is recommended as the default storage platform for research data because it is: 
o Secure: ECU’s Office365 environment has the required ISO certifications that provide 

confidence that data is stored securely, backup up appropriately and encrypted in transit 
and at rest. 

o Cost effective: Storage on the SharePoint platform is included in our existing Office365 
subscription. There is no additional cost to research projects in storing data to this 
platform. 

o Easy to use: Teams is now used by all ECU staff for Calling and Collaboration. This makes 
the entry point to research data storage familiar for researchers. 

o Accessible: Office365 is accessible from anywhere without the need for a VPN or 
specialised software. 

o Support for file types, size and volume: SharePoint allows the storage of a wide range of 
file types, individual file sizes up to 250GB and collective storage volume per site 
collection of 1TB. 

o Support for collaboration: SharePoint enables the nominated Investigator(s) to share 
data with internal and external collaborators from the SharePoint platform. 

o Retention Ready: SharePoint collections will be pre-populated with the recommended, 
retention ready folder structure that will aid researchers in keeping their data in a 
retention ready state that meets IMAS requirements. 

 
Is the researcher suggesting a separate backup of the data? 
SharePoint was selected as ECUs primary data storage provision as the ISO certifications provide 
confidence in the data storage and back up.  
 
Recommended feedback: 
ECU’s Office365 environment has the required ISO certifications that provide confidence that data is 
stored securely, backed up appropriately and encrypted in transit and at rest.  DCS therefore does not 
recommend additional data backup. Office365 is accessible from anywhere, on any device, without the 
need for a VPN, specialised software or additional backup. 
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Digital data storage – Data Custodian 

Has the researcher been provided a copy of research data belonging to another institution or 
body? 

1. Where data is provided to an ECU researcher by another institution for the purpose of research, 
ECU policies including data management and retention apply. On receipt from the data 
custodian all research data must be stored on the centrally provisioned SharePoint site to ensure 
security and stability of the data.  

Recommended feedback: 

• Where a copy of research data is provided to ECU researchers, ECU policies including data 
management and retention apply. Researchers should ensure that the data is stored in their 
centrally provisioned SharePoint space to ensure that storage, security and retention 
requirements are being met. Please let us know if you need further information to provide your 
data custodian setting out ECUs data management approach. 

 
 
Is the researcher working with another institution and has been granted access to their data?   

1. If the primary investigator is an ECU staff member or student, but the research is being 
conducted in another setting (for example when working at a clinical site, with patient data). 

 
Recommended feedback: 

• Where research is led by ECU, ECU policies including data management and retention 
apply, any research data should always be stored and retained (post-project) at ECU. Whilst 
all identifiable participant data needs to remain with the data custodian, SharePoint should 
be used to store the project documentation. At the end of the project, non-identifiable data 
should be saved into SharePoint to ensure ECU retain a full record of the research. 

 
2. If the primary investigator is not an ECU staff member or student, data will be stored, secured, 

and retained as per the institutional policies of the primary investigator’s institution. The ECU 
researcher should still complete a DMP, noting where responsibility for the data lies. 

 
 Recommended feedback: 

• Where research is not led by ECU, the lead institution’s policies (including data 
management and retention) apply. Please note in your application that digital research data 
is being stored at [name of lead institution] under the terms of their policies and ethics 
approval.  Your SharePoint site can still be used to store any research records generated 
and/or used by you in your role on this project. 

 
 

 

Physical or non-digital data storage 

Is the researcher keeping any hard-copy or physical data as safe and secure as practicable?  
For example, in a secure, locked location on ECU premises, boxed and clearly labelled. 
 
Recommended feedback: 
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It is important your non-digital data is protected and kept as safe and secure as is practicable during your 
research.  
  
Ideally, this would mean storing your physical records in a secure, locked location on ECU premises, boxed 
and clearly labelled with your unique research number (IMAS can provide labelled boxes). Please contact 
your school Operations Manager for more information.   
  
There may be occasions when using ECU facilitated storage is not practical for non-digital data while 
your research is active however It is the researchers’ responsibility to ensure all research data remains 
protected and secure at all times, where you are storing research data remains up to date on your data 
management plan and that all research data is returned to ECU at the completion of your research. If you 
are not utilising ECU facilitated storage, please set out in your response the reasons for this and how you 
will keep the data protected and secure. 
 

 

 

Data Retention Period 

Has the researcher accurately reflected the retention period based on the classification of data they 
are collecting or generating? 
 
Data retention outlines the archiving requirements after the project has been completed to ensure both 
federal and state compliance. ECU is a member of the Western Australian Sector Disposal Authority 
(WAUSDA), who facilitate the authorised and lawful disposal of all records generated by Western 
Australian public Universities. See the WAUSDA Quick Guide here.  
 

 

Data reuse and sharing 

Has the researcher clearly outlined their data reuse and sharing intentions?  
Is this clearly reflected in the participant information letters, consent forms and ethics application? 
 
Researchers should consider the benefits of making the research data openly accessible and 
discoverable, including the potential for future use of the data by other researchers. Research 
participants must provide consent for their data to be accessible and reused.   
 

 

 

 

 

 

 
 

https://intranet.ecu.edu.au/__data/assets/pdf_file/0003/855921/WAUSDA-Quick-Guide-to-Determining-Retention-of-Research-Records.pdf

