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1. Purpose and scope

The purpose of the University’s Integrated Risk Management framework is to support the Council, University
Executive, Schools and professional services centres to make effective decisions, based on a holistic
understanding of the risks and opportunities; and ultimately support the achievement of the University’s
strategic objectives. As such, these guidelines apply to all members of the University community.

The University recognises that:
e riskis inherent in all academic, administrative and operational activities at the University;
e risk management is an integral part of good governance and management practice; and
e considered and structured risk-taking is required to achieve the University’s strategic objectives.

The Integrated Risk Management Guidelines (“the Guidelines”) exist to support the University’s Integrated
Risk Management Policy and provide a consistent approach to identifying and managing risk. The Guidelines
outline the University’s risk management process and how risk management is to be conducted to embed it
into ECU’s strategic and operational processes.

2. Risk management overview

The University’s risk management process, as outlined in these Guidelines, is consistent with the principles
and standards of the International Standard on Risk Management, AS/NZ 1SO31000:2018 (“the Standard”).

The Standard defines risk as the effect of uncertainty on objectives, measured in terms of likelihood and
consequence.

Risk management is the coordinated activities to direct and control the University with regard to risk. Risk
management must be undertaken for all University activities. It does not need to be undertaken as a separate
action and can be integrated into existing processes such as planning, project management, decision-making
and reporting.

3.  Accountabilities and responsibilities
The following accountabilities and responsibilities apply with regards to risk management at ECU:

e The University Council has responsibility for oversight of risk management across the University and
approves the University’s Risk Appetite Statement.

e The Quality, Audit and Risk Committee assists Council in fulfilling and discharging its responsibilities by
providing independent and objective advice on the adequacy, integrity and/or effectiveness of the
University’s systems of risk management, internal control and compliance.

e The Vice-Chancellor is accountable for ensuring that a risk management framework is established,
implemented and maintained in accordance with the Integrated Risk Management policy.

e The University Executive and Senior Management supports the Vice-Chancellor by assessing and
managing the risks to the University and their portfolio’s objectives and strategies; leading the
development of risk management plans; and allocating resources to enable effective risk management
practices.

e The Chief Financial Officer is accountable for ensuring the University’s compliance with section 57(2) of
the Financial Management Act in relation to financial and foreign exchange risk management.

e The Director Human Resources Services Centre is accountable for providing a work health and safety
(‘WHS’) risk management framework to meet legislative compliance, including specialist WHS advice.

e The Chief Information Officer is accountable for risk management practices in relation information
technology, including information security.

e The Strategic and Governance Services Centre (SGSC) provides specialist risk management advice and
is responsible for ensuring that the risk management practices are implemented across the University
and effective oversight is maintained through regular reporting on material risks.
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Risk governance

The University’s risk governance framework outlines the structures and processes required to oversee risk
management activities and allows for escalation and reporting of risks depending on the identified risk rating.

The risk governance framework is provided in Appendix 1 and outlined below:

Risk category

Definition

Relevant risk register

Review and update frequency

Strategic risks

Enterprise-
wide
operational
risks

Divisional
operational
risks

Functional
risks:

Activity risks

Functional
risks:

Project risks

Work health
and safety
risks

Risk appetite

Risks that may prevent the
University from achieving its
strategic objectives, as set
out in the ECU Strategic
Plan.

Risks that impact the ability
to achieve one or more
operational objectives and
have an impact on multiple
processes, Schools or
Centres.

Risks which impact the
ability of a School or Centre
to achieve their operational
objectives.

Risks associated with a
specific activity, initiative or
event, such as a research
project; Work Integrated
Learning placement; large
scale event, etc.

Risks associated with a
specific project. Project risk
registers are required for all
significant projects under the
remit of the University
Project Management Office.

Risks associated with health
and safety hazards, which is
anything that may result in
injury to a person or harm to
the health of a person.

Strategic risk register,
maintained in Riskware
by Enterprise Risk

Enterprise-wide
operational risk
register, maintained in
Riskware by Enterprise
Risk

School and Centre
operational risk
registers, maintained in
Riskware by Schools
and Centres

Activity risks in
Riskware, maintained
by relevant risk owner

Project risk registers in
Riskware, maintained
by relevant project
manager

Risk registers in the
Work Health & Safety
(WHS) module of
Riskware, maintained
as per the Health and
Safety Hazard Risk
Management Guideline

Full review and update annually,
reported to QARC and Council.

Updates included in Strategic Risk
Report three times per year to QARC
and Council.

Full review and update annually,
reported to University Executive.

Updates included in Enterprise-wide
Operational Risk Report, twice yearly to
University Executive.

Full review and update annually,
reported to Schools and Centres, with
mid-year check-in and update.

Performed as required and updated in
line with risk acceptance criteria.

Performed as required for significant
projects and reviewed in line with
project requirements.

Performed as required by the Health
and Safety Policy and outlined in the
Health and Safety Hazard Risk
Management Guideline.

The University maintains a risk appetite statement which sets out the degree of risk the University is willing to

accept in the pursuit of its strategic objectives.

The risk appetite statement is established by Council and is reviewed annually by the Vice-Chancellor and
University Executive, endorsed by the Quality, Audit and Risk Committee (“QARC”) and approved by Council.

The risk appetite statement is provided in Appendix 2.
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6. Risk assurance

The University adopts a ‘three lines of defence’ model of risk assurance to support accountability in risk
management through a layered defence approach.

The three lines of defence are articulated in the ECU Assurance Map, which is a structured means of identifying
and mapping the main sources and types of assurance occurring throughout the University and coordinating
them in an effective and efficient manner. The framework supporting the assurance map is provided in
Appendix 3.

The objective of the ECU Assurance Map is to provide Council, QARC and the University Executive with a
holistic view of assurance across the University’s material business processes.

The assurance map is reviewed and updated annually in consultation with Schools and Centres and is reported
to the University Executive and QARC on an annual basis. The outcomes of the assurance mapping process
are used to inform annual internal audit planning and risk treatment planning as part of the annual divisional
operational risk review process.

7. Risk management process

The risk management process adopted by the University reflects the international standard on risk
management, AS/NZ ISO31000:2018 Risk management — principles and guidelines, as set out in the figure
below:

Scope, context, criteria

Risk assessment

Risk identification

Risk analysis

Risk evaluation

Risk treatment

Further guidance on the enterprise risk management process is provided overleaf.
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1. Establishing the context

2. Risk assessment

3. Risk treatment

4. Recording and reporting

5. Monitoring and review

6. Communication and
consultation

Objective

Description

To set the scope, context
and criteria of the risk
assessment

This step can be regarded as
the planning phase of the risk
assessment. The subject of
the risk assessment is
defined and placed into
context and the level of effort
is tailored appropriately.

The risk owner identifies the
primary affected business
area, risk type and risk
category.

To identify, analyse and
evaluate the risk and assign
a risk rating.

The risk is described in terms
of what could go wrong, in
other words, the uncertainty
of achieving the objectives.
The risk identified must be
relevant to the subject
matter, appropriate given the
context and useful for
decision-making.

Risk analysis involves
determining the causes and
consequences; as well as the
existing controls that are in
place to mitigate the risk.

The risk is then evaluated by
determining the likelihood of
the risk occurring and the
consequence if it does occur,
by applying ECU'’s risk
matrix.

The result is a current or
inherent risk rating.

To determine what risk
treatment is required to
manage the risk.

There are two options for
managing a risk:

1) Accept the risk, based on
the current risk rating and
strength of existing
controls. Reference
should be made to the
risk rating and ECU'’s risk
acceptance criteria as
well as ECU'’s risk
appetite statement.

2) Treat the risk, based on

the view that further
action is required to
mitigate the risk to an
acceptable level. Risk
treatment plans should be
developed which are
specific, measurable,
actionable, realistic and
time specific.

Once risk treatment plans
have been developed, the
risk must again be evaluated
against ECU’s risk matrix to
determine a residual risk
rating. This rating will drive
the frequency of future risk
reviews.

If the risk has been accepted,
the current risk rating will be
the same as the residual risk
rating.

To set ensure risks are
recorded and reported.

ECU uses Riskware’s
Enterprise Risk module as its
enterprise risk management
system.

All risks should be recorded
in Riskware to enable a
holistic view of risk across
the university.

Various reports can be
produced from Riskware and
risk information is used to
report to University
Executive, QARC and
Council.

Work health and safety risks
are recorded separately in
the WHS module of
Riskware, as per the Health
and Safety Hazard Risk
Management Guideline.

To identify, analyse and
evaluate the risk and assign
a risk rating.

Monitoring and reviewing
risks is an integral part of
managing risks.

The risk rating will determine
how often a risk should be
reviewed, in alignment of
ECU'’s risk acceptance
criteria. These parameters
are built into Riskware which
will provide notification to the
risk owner when risk reviews
are due.

Risk treatment plans should
also be reviewed regularly,
and updates made to the
completion progress.

To ensure appropriate
stakeholders are involved in
the risk management
process.

During the initial planning
process (refer step 1),
attention must be given to the
relevant stakeholders to
involve in the risk
management process.

This will often be
representatives from the
relevant business area and
may involve technical subject
matter experts, such as Work
Health and Safety; or
external parties if relevant.



1. Establishing the context

2. Risk assessment

3. Risk treatment 4. Recording and reporting

5. Monitoring and review

6. Communication and
consultation

Reference
documents

Where to
record
Riskware

Riskware
Quick
Guide

Integrated Risk Management Guidelines

Relevant internal and/or
external documents such as
strategies, policies, plans or
analyses.

Step 1 — Classify the risk
(basic risk information)

Step 2 — Risk consequence
category

Step 3 — Detailed risk
description (use this to add
contextual commentary)

How to complete a risk
assessment in Riskware

ECU Risk Matrix (Appendix
4)

Step 4 — Risk description
(title of the risk)

Step 5 — Risk consequence

Step 6 — Risk source/causal
factor

Step 7 — Existing controls
Step 8 — Current risk rating

How to complete a risk
assessment in Riskware

ECU Risk acceptance criteria  n/a
(Appendix 5)

Step 9 — Risk treatment
option

Enterprise Risk module of
Riskware

Step 10 — Risk treatment
plan

Step 11 — Who is responsible
and by when?

Step 12 — Residual risk rating

How to complete a risk
assessment in Riskware

How to run a report in
Riskware

ECU Risk acceptance criteria
(Appendix 5)

Step 11 — Who is responsible
and when (for treatment plan
reviews)

How to action a Riskware
notification email

n/a

n/a

n/a






Appendix 1

Governance body

University Council

Quality, Audit and Risk
Committee

Vice-Chancellor

University Executive

Schools and Centres

Executive Deans and
Directors

Risk governance framework

Risk appetite

Establish

Monitor

Monitor

Operationalise

Risk category

Strategic risks

Enterprise-wide
operational risks

Divisional
operational risks

Functional risks
(Project and Activity)

Risk oversight & reporting

.
Extreme
High
—

Extreme
High
Substantial

——

)

Extreme
High
Substantial
Moderate

EDITH COWAN

Assurance

Risk
reviews
(deep-
dives)

—

)

Extreme
High
Substantial
Moderate
Low

—

School
and
Centre
reviews

Internal
Audit
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Appendix 2
ECU RISK APPETITE STATEMENT FRAMEWORK
Purpose

The risk appetite statement sets out the degree of risk that ECU is willing to accept in the pursuit of its
strategic objectives. The risk appetite is set by Council and works in conjunction with the University’s
Integrated Risk Management Framework.

Risk appetite definitions

The following definitions apply when considering the risk appetite parameters:

Appetite Action Definition Opportunity

No appetite | Avoid ECU is unwilling to knowingly accept | ECU would not deliberately engage
unmitigated risk related to these in an activity that would result in such
activities. an outcome.

Evaluate ECU is willing to accept a limited ECU will ensure a significant focus
degree of unmitigated risk related to on risk mitigation whilst pursuing
these activities. opportunities related to these

activities.
Have Pursue ECU is willing to undertake measured | ECU is willing to tolerate a measured
appetite risk related to these activities. risk or loss in the pursuit of
opportunities related to these
activities.

Risk appetite governance

The degree of risk determines the level of control, acceptance criteria and escalation required, in
accordance with the following table:

Appetite

Controls

Acceptance criteria

Escalation and oversight

No appetite | A robust control Intolerable. Immediate If unmitigated risk exposure
environment is required to | remediation is required if risk continues, requires
ensure that such activities | exposure takes place. Exposure | escalation to Council and
do not occur. to this level of risk would oversight of a treatment plan
normally be immediately by the Vice-Chancellor.
discontinued except in extreme
circumstances.
Strong controls are Acceptable with clear treatment | If unmitigated risk exposure
required to ensure the plan. Management must take takes place, requires
degree of risk is limited. action in the short term if risk escalation and oversight of
exposure takes place. a treatment plan by the
Unnecessary exposure to this Vice-Chancellor.
level of risk will not be tolerated
without treatment.
Have Appropriate controls Acceptable with ongoing review. | If unmitigated risk exposure
appetite should be established, and | Management must take action in | takes place, requires
an assessment of cost- the medium term if risk exposure | escalation and oversight of
benefit-risk should be takes place. Exposure to this a treatment plan by a
undertaken. level of risk may continue, Director or Executive Dean.
provided an appropriate
assessment has taken place.

Strategic and Governance Services Centre Web: www.ecu.edu.au
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Risk appetite statements

The University’s appetite towards accepting risk is dependent on the nature of the activity and the degree of risk and potential reward. The following table sets out
ECU'’s risk appetite for each category of activity, along with the key risk indicator (KRI) used to demonstrate whether the University is acting within the Council
approved risk appetite parameters.

Category

Teaching and

No appetite

ECU has no appetite for wilful

ECU is willing to accept a limited

Have appetite

ECU is willing to accept risk in the

ECU Risk Appetite Statement

Key risk indicators

Sustained decrease in positive Unit Teaching

research ethics and integrity rules
and policies; nor will ECU enter
partnerships and collaboration with
entities which risks serious
reputational damage or a significant
loss of funding from government and
not-for-profit partners.

participating in research partnerships
and collaborations which do not align
with ECU’s strategic research
themes.

pursuit of research and which
delivers growth in research
excellence, capacity, training and
knowledge translation; but not to the
detriment of research quality.

Learning breaches of our academic policies, in | degree of risk in the development of development of innovative and fit-for- Evaluation Instrument (UTEI) results
particular those related to entry new curriculum, courses and modes purpose teaching strategies, which Loss of 5-star rating for Teaching Quality by
standards and grade integrity; or of delivery that deliver improved deliver to diverse students in a range Good Universities Guide
non-compliance with the Higher student outcomes. of ways including technology-enabled Sustained increase in the number of serious
Education Standards Framework and learning; while not negatively academic misconduct cases
professional accreditation impacting on teaching quality or Increase in TEQSA institutional risk rating
requirements. student satisfaction. Increase in conditions placed on ECU by

professional accreditation bodies
Research ECU has no appetite for breaches of ECU has a limited appetite for ECU is willing to accept risk in the Long term trending increase in research ethics

policy breaches

Long term trending increase in serious research
integrity breach cases

Decrease in research income from grant
funders attributable to reputation risks

Loss of top 500 position in THE World
University Rankings

Decrease in timely HDR completions

Reduction in partnerships with external bodies

Internationalisation

ECU has no appetite for operations
in countries where significant
sovereign, political, social and health
risks cannot be satisfactorily
mitigated.

ECU is willing to accept a limited
degree of risk in recruitment activities
from a diverse range of source
countries which may impact ECU’s
immigration risk rating assigned by
the Australian Government; but does
not disproportionally increase ECU’s
reliance on international students.

ECU will accept a degree of risk
commensurate with the potential
return when entering international
partnerships which advance our goal
to be a leader in Transnational
Education; and where there is
strategic, commercial, quality and
values alignment.

Significant changes in international student load
and/or income as a proportion of overall load
and income

Significant changes in ECU’s Education
Provider Immigration Risk Rating

Sustained negative returns from TNE programs
or non-performance of international
partnerships and formal agreements.

Financial

ECU has no appetite for actions
which jeopardises our approved
capital structure, credit rating or
ability to access the debt and/or
liquidity required to meet our
strategic objectives.

ECU is willing to accept a degree of
risk commensurate with the potential
return associated with commercial,
commercialisation and investment
activities, which may impact the
Council approved budget, and will
pursue these in line with relevant
policies.

ECU is willing to accept financial
risks associated with new ventures
where the potential negative impact
on our budget and liquidity is
identified and contained.

Not achieving budgeted annual operating
surplus

Sustained below benchmark investment returns
Sustained decrease in interest cover ratio
Reduction in credit rating




Category No appetite

Brand and
Reputation

ECU has no appetite for activities,
conduct or affiliations which expose
ECU to significant reputational
damage or reduce our standing in the
community.

ECU Risk Appetite Statement

Have appetite Key risk indicators

ECU accepts there is a degree of
reputational risk associated with
conducting research which is
contrary to the prevailing government
position or community sentiment.

ECU is willing to accept risks
associated with initiatives which
leverages our brand to advance
teaching, learning, research or
professional outcomes.

Student satisfaction with overall experience
Significant national adverse media attention
issues

Operations and
Infrastructure

ECU has no appetite for wilful data,
information security or privacy
breaches which are practically
preventative.

ECU is willing to accept a limited
degree of risk associated with the
sharing of data and information to
facilitate teaching and learning
improvement, research collaboration
and knowledge translation.

ECU will accept certain risks
associated with strategically aligned
projects which deliver IT and campus
infrastructure that supports service
excellence and enhanced student
experience.

Increase in number of significant reportable
data or privacy breaches

Not achieving targets in the technology-
enhanced learning strategy

Not achieving targets in the Asset Management
Plan

Governance, Legal,
Regulatory and
Compliance

ECU has no appetite for wilful
breaches of our Code of Conduct,
including unethical, unlawful, corrupt
or fraudulent activities; and conduct
which is not in compliance with our
legislative and regulatory
requirements. ECU has no appetite
for practices which risk a fatality or
serious injury to any person on our
sites, including our staff, students,
contractors or visitors.

ECU acknowledges a limited degree
of work health and safety risk is
inherent in certain research or
operational activities, and will
continually work to limit these risks,
but will not accept sustained,
uncontrolled safety risks to our staff,
students or visitors, including
bullying, harassment or
discriminatory behaviour.

ECU is willing to accept certain risks
when entering into commercial
and/or contractual arrangements
where there is a clear strategic
rationale and benefits to be realised
and the risks are capable of being
managed.

Regulatory action (e.g. TEQSA, ASQA, ACNC,
CCC, PSC)

Sustained increase in number of significant
OSH incidents

Increase in number of large or significant
contractual claims or losses
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Appendix 3
ECU ASSURANCE MAP
Purpose

The ECU assurance map is a structured means of identifying and mapping the main sources and types
of assurance occurring throughout the University and coordinating them in an effective and efficient
manner.

The objective is to provide the Council, Quality Audit and Risk Committee (‘QARC’) and the University
Executive with a holistic view of assurance across the University’s material business processes.

Three lines of defence model

The assurance map utilises the three lines of defence model (3LOD) which is an industry accepted
approach to categorising sources of assurance, as per the diagram below:

University Council

L

- . . . Quality, Audit and
Senior management and University Executive Risk Committee

* *

1%t line of defence

3rd line of defence

Management control Independentassurance
Management responsible for Independent assurance from
day-to-day risk management outside the University, e.g.:

strategies including:

= Policies Legal, risk and compliance = Internal audit

= Procedures and guidelines Finance and procurement = External audit (OAG)

= Management reporting Health and safety = Regulator reviews

= Key performance indicators Quality assurance = Third party certifications

Risk owners Risk assurance

- Management and internal control reporting
Assurance activity reporting

Review and challenge

Strategic and Governance Services Centre Web: www.ecu.edu.au
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Levels of assurance and assurance activities

ECU Assurance Map

The level of assurance depends on the prevalence of assurance activities within that line of defence,
as per the table below:

Level of
assurance

None

15t line of defence

No policy or guidance
documentation in place.

No internal oversight
activities.

3" line of defence

No internal, external or
regulator coverage.

Low level of
assurance

Policy in place, limited
operational guidance

Limited internal
oversight activities, non-
recurring reviews and/or

Minimal internal/external
audit or regulator
coverage within the last

of assurance

procedures/guidelines in
place.

Ad hoc management
reporting and/or limited
KPlIs.

reviews. Ad hoc
reporting to Council
and/or sub-committees.

documentation.
minimal Council 3 years.
reporting.
Medium level | « Policies and Limited recurring e Limited internal/external

audit or regulator
coverage within the last
3 years.

Comprehensive

Multiple internal/external

System-enforced controls
Regular management
reporting

Key Performance Indicator
reporting

Reporting to University
Executive

Reporting to Academic
Board and sub-
committees

Legal, compliance or
integrity reviews
Financial compliance
checks

Risk reviews
Information security
reviews

Health and safety
reviews

Major course reviews
School and Centre
review (control self-
assessment)

Quality assurance
reviews

High level of | « Policies and ¢
assurance procedures/guidelines in recurring reviews with audit or regulator
place. targeted reviews as coverage within the last
e Regular management required. 3 years.
reporting including formal Regular reporting to
tracking against KPls. Council and/or sub-
¢ Reporting to University committees.
Executive as appropriate.
Example e University Policies Reporting to Council ¢ Internal audit
assurance e Procedures and guidelines and sub-committees e External audit (OAG)
activities « Delegations of authority (e.g. QARC,  Regulator review or
Resources) audit

Other third-party audit,
review or certification
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Likelihood Description

Theoretically possible but not expected to occur
during the life cycle of the activity or the lifetime of the
equipment. (<5% probability)

Rare

Possible that it may occur once during the life cycle of
the activity or the life of the equipment.

(5-10% probability)

Possible

ECU RISK MATRIX

Consequence scale

A

EDITH COWAN

USTRALIA

UNIVERSITY

This event may occur slightly more than twice during
the life cycle of the activity or during the life of the
equipment. (10-25% probability)

Occasional

Likelihood scale

This event may occur frequently during the life cycle
of the activity or during the life of the equipment.

(25-50% probability)

Likely

Expected to occur routinely during the life cycle of the
activity or during the lifetime of the equipment.

(>50% probability)

Almost
Certain

Disruptive Serious Critical Catastrophic
1 2 3 4 5
(Low) (Low) (Low) (Low) (Moderate)
2 4 6 8 10
(Low) (Low) (Moderate) (Moderate) (Substantial)
3 6 9 12 15
(Low) (Moderate) (Moderate) (Substantial) (High)
4 8 12 20
(Low) (Moderate) (Substantial) (Extreme)
5 10 15 20 25
(Moderate) (Substantial) (High) (Extreme) (Extreme)
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Potential for a minimal
increase, <$50,000 or 0.5% in
budget, no time impact, no

quality impact.

Disruptive

Potential for cost increase $50,000
- $250,000, or 0.5-1% of budget,
Minimal impact on time or quality.

Serious

Moderate potential for cost
increase $250,000 - $3M, or 1-
5% of budget, manageable
impact on time, cost, resources

and quality.

Critical

Significant potential for a cost increase
$3M - $10M, or 5-10% of budget, will
impact on time, cost, resources or
quality.

Catastrophic

Major potential for a cost increase
>$10M, or >10% of budget.

Internally managed with no
discernible pollution impact or
measurable
impairment. Environmental
liability or remediation cost
<$5,000.

Internally managed with minor
effects on biological or physical
environment. Environmental
liability or remediation cost $5,000
- $50,000.

Moderate harm- Measurable
impairment on biological or
physical environment but does
not affect ecosystem function.
Environmental liability or
remediation cost $50,000-
$500,000.

Significant harm - Serious
environmental effects with some
impairment of ecosystem function

relatively widespread. Environmental
liability or remediation cost $0.5m -
$5m

Sustained long term harm - Very
serious environmental effects with
significant impairment of ecosystem
function. Environmental liability or
remediation cost >$5m

Issue resolved promptly by day
to day management
processes. Little or no
stakeholder interest

Issue raised by students and/or
local press. Minor, adverse local
public or media attention &
complaints.

Student and or community
concern, heavy local media
coverage. Reputation impacted
with some stakeholders.

Significant adverse media/public
coverage embarrassing the University.
Reputation impacted with a number of

stakeholders. Breakdown or
termination in operational
partnerships.

Reputation and standing of the
University affected. Serious public or
media outcry. Breakdown, or
termination of strategic partnerships.

An event that can easily be
absorbed through normal
activity

An event, the consequences of
which can be absorbed but
management effort is required to
minimise impact. Service issue
causing/contributing to a loss <10
EFTSL, or a loss of a research
project.

An event that can be managed
under special
circumstances. Service issue
causing/contributing to loss of
10-100 EFTSL, or loss of major
research project.

An event requiring significant
management priority. Service issue
causing/contributing to a loss of more
than 100 EFTSL. Research viability
threatened within a school (Centre) or
institute.

An event with the potential to lead to
failure of most objectives or collapse of
part of the business. School viability
threatened by loss /lack of students or
loss research capability.

Minor breaches of policies,
rules and regulations that can
be dealt with by line
management.

Breaches of policies, rules and
regulations that can be resolved by
University Executive Members
using professional advice

Breaches of policies, rules and
regulations and laws that may
result in legal or regulatory
action.

Breaches of policies, rules and
regulations and laws that will result in
legal action and regulatory
intervention.

Breaches of policies, rules and
regulations and laws that will result in
significant penalties and loss of
approvals and registration.

Loss of 0.5 day to 2 days
lectures or research or other
operational activity or work
from such activity. Negligible
impact business interruption,
brief loss of service

Loss of 2 days - 5 days lectures or
research or other operational
activity or work from such activity.
Local interruption only, service
loss for minimum period

Loss of 5 days - 6 weeks
lectures or research or other
operational activity or work from
such activity. Critical service
interruption not back in agreed
time.

Loss of 6 weeks - 13 weeks lectures
or research or other operational
activity or work from such activity.
Critical infrastructure service loss for <
1 month

Loss of > 13 weeks lectures or research
or other operational activity or work
from such activity Critical infrastructure
service loss for > 1 month

<$5000, or 0.5% of budget for

Schools, Institutes & Centres

(Up to $500K for an ECU wide
strategic risk).

$5,001 to $50,000, or 0.5-1% of
budget for Schools, Institutes &
Centres ($.5m - $2.5m for an ECU
wide strategic risk).

$50K-$0.5m, or 1-5% of budget

for Schools, Institutes & Centres

($2.5m to $10m for an ECU wide
strategic risk).

$0.5m to $5m, or 5-10% of budget for
Schools, Institutes, & Centres ($10m -
$20m for an ECU wide strategic risk).

> $5m, or 10% of budget for Schools,
Institutes, & Centres (or Above $20m
for an ECU wide strategic risk).

No injury sustained or
reversible short-term
symptoms or health effects
requiring first aid treatment
only i.e. irrigation of eyes,
minor burn, minor muscular
discomfort.

Reversible injury, illness requiring
medical treatment i.e. any
treatment by a health professional
such as removal of a foreign body,
deep burn treatment, stiches,
issuing of prescription medication.

Severe reversible injury, iliness
or irreversible disability or
impairment that would typically
result in a lost time injury (LTI)
i.e. unable to attend work for 21
but < 10 days.

Serious injury or iliness requiring
regulator notification i.e. amputation,
head injury, loss of eyesight, large
broken bones in the leg or arm,
cancers, poisoning, infectious
diseases, LTI = 10 days.

Single or Multiple Fatality
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Appendix 5
ECU RISK ACCEPTANCE CRITERIA

Risk acceptance criteria

The following acceptance criteria should be used to determine whether a risk is acceptable or not, who has the responsibility for managing the risk, and the review
period:

Level of risk Delegation Acceptance criteria Review period

Acceptable with Periodic Review.

Staff Exposure to this level of risk is acceptable without Review period should not exceed 12 months
additional risk treatments.

Acceptable with Periodic Review.

Exposure to this level of risk may continue, provided an Review period should not exceed 12 months
appropriate assessment has been conducted.

Manager /
Associate Dean

Moderate

Acceptable with Ongoing Review.
: Unnecessary exposure to this level of risk must be
. Executive Dean / Dean . .
Substantial / Director discontinued as soon as reasonably practicable, ongoing Review period should not exceed 6 months.
exposure will only be considered in exceptional
circumstances.

Intolerable without treatment.

Deputy Vice-Chancellor/ | Exposure to this level of risk should be discontinued as
Vice-President soon as reasonably practicable. The decision to tolerate

this level of residual risk must be made by a DVC or VP.

Review period should not exceed 3 months.

Intolerable.
Vice-Chancellor Exposure to this level of risk would normally be Review period should not exceed 1 month
/' University Council immediately discontinued except in extreme '

circumstances.
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