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1. PURPOSE

The purpose of the University’s Critical Incident and Business Continuity Management
(‘CIBCM’) framework is to provide a coordinated response to dealing with, and continuing
business operations during a Major or Critical incident.

The Critical Incident Management Plan (‘CIMP’) exists to support the University’s Critical
Incident Management Team (‘CIMT’) in providing a consistent approach to responding to a
Major Incident or Critical Incident. The CIBCM Framework Overview below provides an
overview of the University’s CIBCM document framework.

Figure 1: CIBCM Framework Overview
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2. CRITICALINCIDENT CLASSIFICATIONS

Incidents at ECU are categorised into one of three levels depending upon the level of support
and resources required to manage the outcome. The CIMP will only be activated in a Level 1
Critical Incident, or a Level 2 Major Incident. These category levels and incident criteria are
detailed in the Criticality Matrix.
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Figure 2: Criticality Matrix
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3. CRITICALINCIDENT MANAGEMENT PLAN ACTIVATION AND ESCALATION

Incidents occurring at ECU will vary in nature and severity and anyimpact will depend
upon the geographical location, the potential to cause harm to people and the environment,
and any economic or reputational impact upon the University. The Critical Incident
Management Process is illustrated in Figure 3.

Figure 3: Critical Incident management process
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Please refer to the Emergency Management Plan, owned and managed by Campus
Environments, for the control room procedures in the event of an emergency.
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4. CRITICAL INCIDENT MANAGEMENT TEAM

The Critical Incident Management Team (‘CIMT’) is an incident specific team which is formed
at the time a Major Incident or Critical Incident occurs and lasts until no longer required. The
CIMT does not attend the incident scene but will appoint a Site Liaison to attend the scene if
required.

The CIMT will generally comprise of the individuals outlined in Table 1. The nominated
alternates will provide assistance and/or step in if needed if a Critical Incident goes over an
extended period of time.

Table 1: Critical Incident Management Team

Recovery Director

(Vice President (Corporate Services), or the
Provost or a relevant Deputy Vice-
Chancellor/Executive delegate)

People and Culture Coordinator

(Chief People Officer, or alternate, Chief Safety
Officer)

Student Support Coordinator

(Director Student Life, or alternate, Manager
Student Incident & Support)

Physical Resources Coordinator

(Director Campus Environments, or alternate,
Senior Manager, Building and Services)

Information Technology Coordinator

(Chief Information Officer or alternate, Manager
Digital Governance, Security, Risk & Operations)

Communications Coordinator

(Manager Corporate Communications or
alternate, Chief Growth Officer)

Governance and Compliance Coordinator

(Director Strategic and Governance Services or
alternate, Manager Legal and Integrity)

CIMT Support Coordinator

(Chief Risk Officer or alternate, Senior Risk
Adviser)

Ensure effective management of the CIMT.
Ensure control of all organisational and operationalimplications.
Maintain communication flows with key stakeholders.

Advice on people related issues, including work health and safety.
Maintain appropriate staff counselling, welfare and recovery
services and protocols.

Advice on studentissues including student support needs.
Maintain all appropriate studentcounselling, welfare and recovery
services and protocols.

Advice on physical resources / asset issues related to a crisis.
Work jointly with People and Culture Coordinator / Student
Support Coordinator on any complementary crisis issues.

Support ITreadiness for the crisis and support processes.
Manage IT recovery issues where required.

Ensure that the communications strategy and protocols are ready
to respond.

Provide advice on appropriate communication strategies to
employ.

Coordinate all crisis-related internal and external
communications.

Ensure adequate crisis media training for nominated
spokespeople.

Advice on legal, compliance, risk, regulatory, or academic
governance matters.
Advice or reporting to external regulatory bodies.

Ensure effective administrative support to CIMT.

Provide advice on enactment and content of Critical Incident
Management Plan and/or Business Continuity Plans
Maintain communication flows with key stakeholders.
Organise CIMT meetings, document and record actions and
follow-up.

Depending on the type of incident that has occurred, the CIMT may not require all
participants, or may require additional participants, including those from external agencies.

Critical Incident Management Plan
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Appendix F provides an overview of the membership of the CIMT which may vary depending
on the nature of the incident being managed.

5. COORDINATION OF CRITICAL INCIDENT MANAGEMENT TEAM RESPONSE

In the event of a Critical Incident, the CIMT will meet face to face it possible, or virtually,
typically via Microsoft Teams. A Microsoft Teams Channel exists for the Critical Incident
Management Team, with all members of the Critical Incident Management Team invited as
members. The Teams channel can be accessed here: Critical Incident Management Team
(CIMT) | General | Microsoft Teams

In the event of a Critical Incident, the quickest way to get in contact with the CIMT is via this
Teams channel, either via the Chat or Meetings functionality. If Microsoft Teams is not
available, the CIMT is to use Zoom to connect virtually. Instructions on how to setup a
meeting using Zoom are outlined in Appendix B. The process to activate and coordinate the
CIMT is illustrated in Figure 4 below:

Figure 4: Critical Incident Management Team process

Critical Incident Management Team

. . Additional considerations . 5
Activation " " Meeting actions Recovery
(prior to first meeting)

6. CRISIS COMMUNICATIONS

Timely, accurate and targeted delivery of communications during a disruption is key to
ensuring an incident is managed and controlled appropriately. Crisis communications are
planned and managed in accordance with the Crisis Communications Plan which is owned
and managed by the Corporate Relations team.

6.1 Initial contact

Once the CIMT is activated, the Recovery Director is to contact the Corporate Relations team
to provide an overall briefing on incident. Corporate Relations can be contacted on the after-
hours mobile (0492 488 986). If there is no response within an hour, escalate to the Chief
Growth Officer (0405 188 456).

6.2 Escalation to subgroup
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For Critical Incidents (L1), it may be necessary for a Crisis Communications subgroup of the
CIMT to be convened remotely after the initial CIMT meeting, to discuss communication
requirements in further detail. The escalation to forming a Crisis Communications subgroup is
to be determined in consultation with Recovery Director and the Corporate Relations Team.

A Critical Incident will usually require a Crisis Communications subgroup if the following is
required:

e Thereis a need for key messaging via staff or student via global email;
e Mass communications are required;

e Media needs to be engaged/have contacted ECU; or

e Pro-active messagingis required to protect ECU’s brand or reputation.

Please see the Critical Incident and Business Continuity Management Guidelines for further
details on what the crisis communications subgroup is responsible for, and who it comprises
of.

6.3 Crisis communication protocols

The Crisis Communications subgroup will provide feedback on style and content of official
university communications, typically comprising key messages, staff communications and
media statements.

Approval of communications

Final approval is provided by the Vice-Chancellor, Vice-President Engagement or relevant
Recovery Director.

For speed of response and distribution in a fast-moving crisis, the majority of communications,
particularly when operational or ongoing, are attributed to the Vice-President Engagement or
the relevant Recovery Director.

Communications will typically direct media related enquiries to the Corporate Relations
Manager.

Other ECU teams (Student Life, Digital Services, Campus Environments, Development and
Alumni Relations, etc.) are encouraged to distribute approved official university
communications on their channels.

The Vice-Chancellor is to be attributed at the beginning or resolution of crisis or for emphatic
messaging.

6.4 Crisis communication channels

The approved crisis communication channels are:

e Mobile phone: for initial alert and escalation of critical incidents

e Email: for approval trails of documents

e SharePoint: for document sharing, editing and version control

e MS Teams: for sharing of time sensitive but non-critical information during crisis.

Refer Appendix E for the approved Communications Matrix.
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6.5 Escalation to Council

The Recovery Director and the CIMT will determine if there is a need to notify Council. If an
incident s likely to result in significant media coverage, Council must be notified.
Messaging to Council to include:

e Whether they should respond to any media queries they receive, and if determined that they
are to respond, what ECU’s messaging will be, or alternatively, who media queries should be
directed to;

e How frequently the CIMT will update Council; and

e Notification of the incident’s close.

During Critical Incidents, the Corporate Relations Team will operate in shifts covering 7.30am-
6.30pm 7 days a week as required.

7. MANDATORY REPORTING CONSIDERATIONS

Some Critical Incidents have mandatory reporting obligations which must be considered as
part of the overall response. These are outlined below:

A. TEQSA Material Change Notifications

Under the Tertiary Education Quality and Standards Agency Act 2011, registered higher
education providers must notify TEQSA of an event that will significantly affect the providers
ability to meet the Threshold Standards. The notification must be given no later than 14 days
after the day the provider would reasonably be expected to have become aware of the event.

The TEQSA Material Change Notification Policy requires notification of changes that may
impact students, including:

e Critical Incidents and other material breaches in safety; and
e Recurringincidents of sexual assault or sexual harassment.

TEQSA defines critical incidents as a traumatic event, or the threat of such (within or outside
of Australia), which causes extreme stress, fear or injury.

The CIMT will determine if the Critical Incident is a notifiable event. If deemed notifiable, the
CIMT Recovery Director will work alongside the Director, Strategic and Governance Services to
submit the notice via materialchanges@tegsa.gov.au. The CIMT Support Coordinator will
retain the records.

Further information on the policy and its requirements can be found here.

B. If an International Student Under 18 is Involved

Under the National Code of Practice for Providers of Education and Training to Overseas
Students 2018, registered training providers are required to provide certain supportin a critical
incident.

The National Code is a legislative instrument made under the Education Services for Overseas
Students Act 2000 and sets nationally consistent standards to support providers to deliver
quality education and training to overseas students.

The National Code defines a critical incident as ‘a traumatic event, or the threat of such (within
or outside Australia), which causes extreme stress, fear or injury’. The critical incident policy
must be activated in these situations. This does not include serious academic misconduct.
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In all instances where a Critical Incident involving an under 18-year old International student
has occurred the University will, depending on the circumstances, inform and consult with the
following individuals and agencies:

e Parent or legal guardian

e Department of Home Affairs

e WA Police

e Department of Communities (WA)
e ECU Counselling services

As per the Code, ECU will maintain a written record of any critical incident and remedial action
taken by the University for at least two years after the overseas student ceases to be an
accepted student under the ESOS Act.

Further information on the Code and its requirements can be found here.

C. DataBreach

The University must comply with the Australian Privacy Principles, contained within the Privacy
Act 1988 (Commonwealth), in relation to students’ personal information obtained for the
purposes of chapter 3 and 4 of the Higher Education Support Act 2003 (Commonwealth). This
includes compliance with the Notifiable Data Breach Scheme.

In the event of a Data Breach, the CIMT will refer to the Legal and Integrity team to ascertain if
ECU is obligated to report the breach.

D. Insurance/Specialist Engagement

In the event of a Cyber incident, ECU will follow Unimutual’s Cyber Protection Notification and
Claims Protocol documented in Appendix C.

ECU’s insurer also provides access to a panel of specialists that can be utilised by IT, even ifa
cyber claim is not accepted under ECU’s cyber protection. In the case of a claim not being
accepted, ECU covers the cost of the services provided (we have access to “lower than
commercial market” panel rates). The Chief Information Officer is responsible for engaging
when/if required.

The CIMT will notify ECU’s Risk and Insurance Adviser in the event this occurs via email or
phone (08) 6304 2824.

E. Work Health and Safety

As per the Work Health and Safety Act 2020, there are certain incidents that are notifiable to
the regulator (namely Worksafe WA). The Work Health Safety and Wellbeing (WHS) team are
responsible for the notification to the regulator. Therefore, if an incident is dangerous or
includes serious injury or illness of a person, the WHS team must be included in the CIMT.

Refer Appendix D for a detailed list of incidents.
POST-INCIDENT REPORTING

Following a Critical Incident, a post incident review is to be conducted by the Strategic and
Governance Services Centre (Enterprise Risk). A Major Incident may be subject to a post
incidentreview if it is deemed that there are benefits from identifying lessons learned that may
be applicable to the wider University.
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The review is to be completed within a reasonable timeframe following the end of a Major or
Criticalincident and the postincident report should be submitted to the Recovery Director and
the Risk and Incident Management Committee. Post incident reports for Critical Incidents will
also be provided to the Quality, Audit and Risk Committee (‘QARC’).

9. RECOVERY

The Enterprise-Wide Business Continuity Plan (BCP) will be enacted to guide recovery efforts.
The Enterprise-Wide BCP includes recovery protocols for a range of scenarios for the core
functions of the University.

Please refer to the Critical Incident and Business Continuity Management Guidelines and the
Enterprise-Wide BCP for further information on recovery.
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APPENDIX A - CIMT MEETING AGENDA GUIDE
Meetings will usually be held via Microsoft Teams. Agenda outlines are detailed below.

Links to agendas are included on the CIMT Teams Channel under ‘Files’

Agenda for 1st CIMT meeting is outlined below or accessible via Teams here: CIMT Agenda First Meeting

Objective: prioritise actions and confirm response team

1. Summary of incident (meeting convener)

Appointment of Recovery Director & Site Liaison (if applicable) for incident

Establish safety and security of students, staff, contractors involved in incident (Recovery Director)
Advice on initial media / communications strategy and approach (Corporate Communications)
Incident response actions (Recovery Director)

Consider whether there are any mandatory reporting obligations

N o o &~ 0 b

Summary of actions

8. Confirmation of next meeting and attendees

Agenda for subsequent CIMT meetings is outlined below or accessible via Teams here: CIMT Agenda Subsequent
Meetings

Objective: confirm incident response is on track towards recovery

1. New information from Site Liaison and Recovery Director
Status of actions from previous meeting
Further communications/media actions

Summary of actions

o M 0 BN

Confirmation of next meeting and attendees

If Microsoft Teams is not available, the CIMT is to use Zoom to connect virtually — Refer Appendix B
below.
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APPENDIX B - SCHEDULING A MEETING VIA ZOOM (WHEN MS TEAMS IS UNAVAILABLE)

In the event that MS Teams is unavailable during a Critical Incident, Zoom should be used as an
alternative mechanism for the CIMT to meet.

If you need to set up the Zoom meeting, take the following steps.

Steps

1. Loginto ECU’sinstance
of Zoom via the following
link:
https://ecu.zoom.us/
Log in using your ECU
username and password

Why Go To Meeting?

JOIN & MEETING

HOST A MEETING ~| SIGN IN

2. Select meetings

Personal Contacts
Personal Devices
Whiteboards

Notes

Surveys

Recordings & Transcripts
Clips

Scheduler

settings

Reports

Account Profile

Critical Incident Management Plan
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Meeting Upcoming  Previous  Personal Room  Meeting Templates  Polls/Ouizzes
Today
100 AM - 11:45 AM My Meating
(R ——
13




4.

Schedule the meeting.
This includes:
Picking the date, time
and duration
Manually entering the
email addresses of
attendees
Meeting ID: Generate
automatically
Security: Password
Video: Host and
Participant (On)
Audio (Both)
Hit Save

Schedule Meeting

Topic [ CIMT Meeting ]

+ Add Description

When [ 12/16/2024 ] [ 12:00 v ] [ PM v ]
Duration [ 1 v ] hr [ o v] min
Time Zone [ (GMT+8:00) Perth ~ ]

() Recurring meeting

Attendees [ Enter user names or email addresses ]
G p.thatcher@ecu.edu.au x

Registration () Requirsd

Meeting ID © Generate Automatically (O) Personal Meeting ID 427 960 5188

Template [ Select a template v ]

Whitsboard @ [2 Add Whiteboard

Security Passcode | 419527

Only users who have the invite link or passcode can join the meeting

() waiting Room

Only users admitted by the host can join the meeting

() Require authentication to join

Video Host Qon O o
Participant Qon O off
Audio (O Telepnone () Computer Audio ) Both

Dial from United States and other 1 country

Options Show

Save ICancel

Critical Incident Management Plan
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5. You will be taken to
meeting details. Select
Add to: Outlook
Calendar

My Meetings > Manage "CIMT Meeting”

s 2habslyoRxs2ni1 Iy

€ Yahoo Calendar

Details Polls/Quizzes Live Streaming
Topic CIMT Meeting
Time Dec 16, 2024 12:00 PM Perth
Meeting ID 884 8110 3849
Security ~ Passcode *™***** Show
Attendees p.thatcher@ecu.edu.au
Invite Link https:/ecu.zoom.us/j/8848 00084020 d St 2Ly B0l o
Add to Google Calendar ﬂ; Outlook Calendar (.ics)
Video Host on
Participant an
Audio Telephone and Computer Audio

Dial from United States and other 1 country

T® Copy Invitation Edit Delete
6. The outlook calendar . ' - = —
invite will be Downloads 0 Qe 5?
downloaded. Select
open file. . .
;n;i;;: 8848110384%.ics @

7. Thiswill bring up the
calendar invite. All
invitees should already
be noted as required —
double check listis
complete, highlight the
‘password details’ and
then hit ‘Send Update’

lznswaery edia

CIMT Mecting

B Biger THATCHER

MonTHHR [ RWEM o [ardey [T s

Mon 133004 T | P = sk Rrrumng

Locator | pipe e e o BT R - Cuhi o0 pel] TR 2 Heombnder

iteere.

Taniyit & inviting s b 2 schesled Lo meeting,

[—

Crjain by phose: 1615 7450 1148

Mmshn= I 284 0710 2D

Hooanecong by onane o btnsee, them

G o from 3 HLI2E w0 system:
mil: FTHE

Al e

L BT SR TN T e T

Join the maetig now: Ethoe | feams mic et coms
UL TaE 4567 36| GICL

o DErMR, Mttty
i A2 4013 820

Alemteg 417 £63 74 17T
Snsese: M2EnaaT
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8. Ifthe meetingis due to
start immediately, you
can access the meeting
by hitting the Start
button below.

My Merlings + Mavage “CIMI Meeting”

Detaiis Polls/QuizIes Live Streaming
Topiz CIMT Meoting

Time Diec 16, 2024 12:00 PM Parth
Kapessting 13 R4 B0 3649

Securty < Fasscade ™™ Show
Anendess pAnateaarEee.odu.i

Irvite Link hmpsiecy Zoom.ue/ Y 8845103E T4 ITvS0LpESZhatelyoRxs2n) Ty
A B Google Calendar [ Outlook Calendar (o) @ Yahoo Calendar
Vidoo Host on

Fafizipant on
Ao Telephans and Compurer Audic

Dial from United States ana ciher | courtry

Alternatively, if the meeting
has been scheduled at a
later time/date, you can
access the Zoom meeting at
the right time using the link
in the email.

{3t responses have Been recensed far this mesting.
This appemtment corflicts witn another ane on yaur leadar

B Fram tlenon B ersdu.s
Sordd Tile CIMT Meeting
Updste | —
| Requres | © Hip TaATCHER
| Ciptional
St L Man TRNZ024 [ | 12000 = Dandsy [ & Time cores
Won WA (]| MM | <O Mk Recing
Lozaton | e, DA 10005 g« Conb T il s 3 hasiel yoRoesdn. | 2. Room Fnder

Hi thers,

Tambyn 15 invrting you o a scheduled foom meenng.

Jasin from PC, Mat, 08 or Avdvail. [l fecs
Passwerd: 419527

= G 7161 Tuiiailll v 130 BB ]

Or joirs by phone, #6185 7150 1149

Mizeting 10: 884 B110 3835
i connecting by phone from outside of Austrafis please check: htios ey sogm s/ lkve dkERE

Or jon from & H.323/8° roam vestem:
Diak 38481 103840 T giahal roame s cam
or BE4E1103B20IMBULS
or 103,132 166.55
Mieting 1D’ RA4E1103849
Password: 419527
Micesof: Tesms

Ne=d help? hitos.!/ska ma/) i -l

Jain the meeti - httpssfheams. microanft. camyl -kl a rEOaMZNIL
b s e msabeh g rind-a E PR ey Ty ot 3 2 rmeid

Meeting ID: 417 569 280 131
Fazzoode: NIZRNLGS
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APPENDIX C - CYBER PROTECTION: NOTIFICATION AND CLAIMS PROTOCOL

unimutual

. X" Insurance
Cyber Protection Reinsurance

Notification and Claims Protocal

The Purpoze of this document (= fo act as & guide for Linversities and AXA XL fo follow i the event of a Cyber
Incident. If is nof irberded fo-and shal not forrm parf of the Cyber Frotechion Folicy. It idenfiffes refevant key
canlacts, process and documentalion reguired fo expedie the claim and achions fo be taken by relsvant parfies.

ifit iz known, or there are reasonable grounds o suspect, that you suffered a Data Breach, Network
Compromiss or Extorfion Threal, a quick and effective response will help avoid or minimise exposure (o lawsuils
and regulaiory inquiries.

Please call the AXA XL Data Breach leam Hotling on 1800 466 380 which is monitored 24 hours per day, seven
{7} days a wesk by our selected Breach Response Prowvider, Crawford & Company,

When the call is placed please have the following information available:
= Caller Information
[ Preferred language
(= Caller's First and Sumame
o Primary and Secondary Phone numbers
o Email Address
o Company Mamea
o Country
=  Incident Date'Time
- Incident Location {Address incl. City and Country)
= Incident detaids
- Incident Details (Please provide information and background about discovery of the incident,
type of incident, any steps taken fo mitigate the effects of the incidence, persons affected etc.)
If data breach, type of data (Medical, Financial, Personally Identifiable Information)
Is thefi or freud suspected?
Number of data records involved
Any additional information you consider relevant
Status of the incident

The Crawiord team will you call back within 1 hour of the initial notification to discuss a Mitigation Respaonse
Plan. In conjuncicn with contacting the AXA XL Cyber Response Holline, notice of claims andlor circumstances
should also be mada to AXA XL att  NewClaimALUFinanciallinesi@asax! cam

and Unimutual — Jamie Thomson at:  claims@unimutual com.au

One of our AXA XL Cyber Claims team members will contact you 1o discuss the preliminary Mitsgation
Response Plan put in place by Crawford and the sieps taken which may imcluds:

=  Briefing on background and status of the incident
= Immediate steps to be taken by you
=  Coordination of your internal key contacts
=  Discussion on potential third party vendor required
= T Security and forensic computer vendor
=  Public Relations or Crisis Communications vendor
= Policy response
AXA XL will work logether with you and Crawiord to execule your Mitigation Response Plan and carry

owf 8 preliminary assessment of sericusnaess and risk of harm. I necessary, we will coordinate
nofification to regulaiors law enforcement bodies, affected customers and other third parties.

Unimuteal Limited Sete 11,02, Lewsl 11, 56 PiLE Street, Spdnesy eSw! 2000 | 0O Bex 96, Australls Sgesrs HEW 1215
T 02 5347 7333 | F 02 9253 2070 | sovicefionimutual. camaaiu | weerse animiubual.com
Unimutbwal Limited BN A5 106 564 372 AFS Licehoe Ne: 247142
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APPENDIX D -WORK HEALTH AND SAFETY CONSIDERATIONS

As per the Work Health and Safety Act 2020, there are certain incidents that are notifiable to the regulator (namely
Worksafe WA). The Work Health Safety and Wellbeing team are responsible for the notification to the regulator.
Therefore, if an incident includes any of the below, the WHS team must be included in the CIMT.

notifiable incident means - the death of a person; or

a serious injury or illness of a person:

a) thatrequiresthe person to have immediate treatment as an in-patient in a hospital; or
b) thatrequires the person to have immediate treatment for —
i. the amputation of any part of the person’s body; or
ii. a serious head injury; or
iii. a serious eye injury; or

iv. a serious burn; or
V. the separation of the person’s skin from an underlying tissue (such as degloving or scalping); or
Vi. a spinal injury; or

Vii. the loss of a bodily function; or

viil. serious lacerations; or

c) thatrequiresthe person to have treatment by a medical practitioner within 48 hours of exposure to a
substance; or
d) thatoccursinaremote location and requires the person to be transferred urgently to a medical facility for
treatment; or
e) that, in the opinion of a medical practitioner, is likely to prevent the person from being able to do the
person’s normal work for at least 10 days after the day on which the injury or illness occurs, and includes
any other injury or illness prescribed by the regulations but does not include an illness or injury of a
prescribed kind.
f) anyinfection caused by work or related to doing work that includes:
i. working with microorganisms
ii. the provision of treatment or care to a person
iii. contact with human blood or body substances
iv. handling or contact with animals, animal hides, skins, wool or hair, animal carcasses or animal
waste products
g) anyzoonoses (infectious diseases that can pass from animals to humans) that are contracted in the course
of work that involve handling or contact with animals, animal hides, skins, wool or hair, animal carcasses or
animal waste products. Examples to watch out for include:
i. Q fever
ii. anthrax
iii. leptospirosis
iv. brucellosis
V. hendra virus
Vi. avian influenza
Vii. psittacosis
h) psychological injuries where they meet the above criteria and where they are a result of sexual assault or
sexual harassment.

a dangerous incident:

means any incident at a workplace that exposes any person to a serious risk resulting from an immediate or
imminent exposure to —

a) anuncontrolled escape, spillage or leakage of a substance; or

b) an uncontrolled implosion, explosion or fire; or
c) anuncontrolled escape of gas or steam; or
d) anuncontrolled escape of a pressurised substance; or

ECU Internal Information



e) thefall or release from a height of any plant, substance or thing; or

f) the collapse, overturning, failure or malfunction of, or damage to, any plant that is required to be design or
item registered under the WHS regulations (e.g. a collapsing crane); or

g) the collapse or partial collapse of a structure; or

h) the collapse or failure of an excavation or of any shoring supporting an excavation; or

i) theinrush of water, mud or gas in workings, in an underground excavation or tunnel; or

j) theinterruption of the main system of ventilation in an underground excavation or tunnel;
k) electric shock that must be notified; or

l) minor shock resulting from direct contact with exposed live electrical parts (other than low voltage)
including shock from capacitive discharge

m) electric shock that does not require notification:
i. shock due to static electricity
ii. extra low voltage shock (i.e. arising from electrical equipment less than or equal to 120 VDC)
iii. defibrillators used to deliberately shock a person for first aid or medical reasons

dangerous goods:

any incident involving dangerous goods incident where people, property or environment are harmed must be
reported. An incident involving dangerous goods must also be reported if:
a) butforintervening events, it could have resulted in unreasonable (i.e. serious) harm to people, environment
or property (i.e. near miss or hit)
b) itresultsin a dangerous situation
c) itisspecified in the dangerous goods safety regulations.
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APPENDIX E - CRISIS COMMUNICATIONS MATRIX

Staff Informational updates from Recovery Global email Initial, then Chief People
Director Staff portal daily/as Officer,
Overarching/ inspiring message from VC FAQs needed Corp(.)rate
at beginning, end of crisis Relations
Staff - Research-specific contingencies, Email Immediate, DVC (Research)
researchers information FAQs then as needed
MS Teams
Staff - Teaching-specific contingencies, Email Immediate, DVC (Education)
T&L information FAQs then as needed
MS Teams
Staff - Informational updates Email Immediate, VP Corporate
Commercial FAQs then as needed | Services
services MS Teams
Students - Informational updates from DVC(E) / Global email Immediate, Corporate
all Director Student Life SMS then as needed | Relations
Overarching message from VC at Social Student Life
beginning, end of crisis
ginning 'St Student Portal Growth,
Engagement and
AR Marketing
Students - Research-specific contingencies, Email Immediate, Graduate
HDR information FAQs then as needed | Research
Students - For issues affecting international borders, Email As needed Student Life/
International visas, enrolments etc. FAQs International
Office
Students - Providing holding lines/FAQs to address FAQs Initial, then as Corporate
Future enquiries needed Relations
Chancellor/ Updates on staff, student communications | Email As needed Strategic &
Council and issues management Governance
Services
Media Holding statement Email As needed Corporate
Media release Relations
Alumni Rescheduled events Email As needed Development
Social and Alumni
Relations

Critical Incident Management Plan
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APPENDIX F - CIMT CORE TEAMS

The CIMT is outlined in Section 4. Depending on the type of incident, the CIMT may not require all participants, or may require
additional participants. The table below sets out the suggested CIMT for each incident type:

e Vice-President (Corporate Services)

e Director, Campus Environments

e ChiefInformation Officer

e Manager, Campus Operations & Support
e Manager, Buildings and Planning

e Manager, Corporate Communications

e Chief Risk Officer

e Deputy Vice-Chancellor (Education) / Deputy Vice-
Chancellor (Students, Equity and Indigenous)

e Executive Dean of affected School

e Director, Student Life

e Manager, Student Incidents & Support

e Director, Strategic & Governance Services
e Manager, Corporate Communications

e Chief Risk Officer

e Note the Student Significant Incident Response
Procedure, owned and maintained by Student Life,
provides additional guidance around process and
protocols to be followed in the management of student
related incidents.

e Department of Fire and Emergency Services (DFES)

e Western Australia Police (WAPOL)

Vice-President (Corporate Services)

Chief Information Officer

Manager, Information Security & Governance
Manager, Customer Services

Director, Strategic & Governance Services
Manager, Corporate Communications

Chief Risk Officer

Vice-President (Corporate Services) / Deputy Vice-
Chancellor (Students, Equity and Indigenous)

Executive Dean / Director of affected School/ Centre
Chief People Officer

Chief Safety Officer

Director, Strategic & Governance Services

Manager, Corporate Communications

Chief Risk Officer

Other areas within the University may also be called upon to provide advice and guidance, dependant of the type of

incident. These areas include:

e WorkHealth and Safety. The Work Health Safety and Wellbeing team must be included in the Critical Incident

Management Team if the critical incident:

o Appliesto anyitem listed in Appendix C;

o There are actual or potential Health and Safety consequences.

For assistance with reporting anincidentin Riskware, see the Incident Reporting and Investigation Guidelines,
or contact the Work Health Safety and Wellbeing team.

e |legaland Integrity (where legal and/or compliance advice is required)

e International Office (for overseas locations and/or incidents on study tours, etc.)

e Finance and Business Services Centre;

e Library Services Centre

e ECU Communications Centre; and/or

e Schools

Critical Incident Management Plan
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If an incident occurs at the Mount Lawley or South West campus, the CIMT will appoint a liaison to coordinate any
support requirements. These liaisons would be:

e A member of the Senior Leadership Team based at s The Dearf 9f the SOUth_ West campus; or .
e The Digital Services/Campus Environments
the Mount Lawley campus; or

- . . representative.
e The Digital Services/Campus Environments P
representative.
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